iPhone App Setup for 2FA

1. Login to your account at https://portal.office.com/

MGCCC

Mhivsipgs Guif Camnt Community Callege

« ‘mgccc.edu

Enter password

Fargat my password

STUDENT EMAIL ADDRESSES HAVE CHANGED.
PLEASE GO TO https://mgccc.edu/studentemail
FOR MORE INFORMATION

Office 365 Single Sign-on for Mississippi Gulf Coast
Community College provides access to all MGCCC
applications and services for which you are
authorized. First time users will be asked to change
their password and register for password self-service
recovery. Never share your password with anyone,
including the helpdesk. Contact the MGCCC
helpdesk at 1-855-343-9165 or
helpdesk@mgcce.edu for assistance with login
issues.

2. When two factor authentication is enabled for your MGCCC account, you will be prompted like
below. Click on Next when prompted.

MGCCC

[ Trrr—ry

.@ mgccc.edu

More information required

Your organization needs more information to keep
your account secure

Skip for now (14 days until this is required)
Use a different account

Learn more

STUDENT EMAIL ADDRESSES HAVE CHANGED.
PLEASE GO TO https://mgccc.edu/studentemail
FOR MORE INFORMATION

Office 365 Single Sign-on for Mississippi Gulf Coast
Community College provides access to all MGCCC
applications and services for which you are
authorized. First time users will be asked to change
their password and register for password self-service
recovery. Never share your password with anyone,
including the helpdesk. Contact the MGCCC
helpdesk at 1-855-343-9165 or
helpdesk@mgccc.edu for assistance with login
issues.
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Keep your account secure

Your organization requires you to set up the fellowing methods of proving who you are.

Microsoft Authenticator

Start by getting the app

~
v On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
-—

| want to use a different authenticator app

| want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

Microsoft Authenticator

o Set up your account

If prempted, allow notifications. Then add an account, and select "Work or school”.

T N

| want to set up a different method
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5. You will be presented with a QR code

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

app with your account.

After you scan the QR code, choose "Next”.

| Can't scan image?

I want to set up a different method

2:099

Q. microsoft authentica

Microsoft




iPhone App Setup for 2FA

7. Open the app and grant permission to access the camera

10:57

= Authenticator

Ready to add your
first account?

“Authenticator”
Would Like to Access
the Camera

May be needed to scan QR
code to add a new account

I Don't Allow .

OK

Already have a backup?
Sign in to your recovery account.

Begin recovery

[, ] @~

Authenticator Passwords Addresses

8. Choose the option to Scan a QR Code

10:56 o T -

ﬁ Skip
B

Peace of mind for your
digital life

@

Secure your accounts with
multi-factor authentication.

= Sign in with Microsoft

i Add work or school account

B2 ScanaQRcode

You can get a QR code from your
organization or account provider,
such as Microsoft, Google, or
Facebook

Restare from backup

9. Scanthe QR Code displayed on your computer screen with the app



iPhone App Setup for 2FA

10. Approve sign in on your phone

#t

Notifications enabled

You can use this device to approve
notifications to verify your sign-ins

~

Approve sign-in?
Mississippi Gulf Coast

Comm. College
12 wmgccc.edu

Q Deny Approve

A= Update security info

<0 Review recent activity

11. The authenticator screen on your phone should now look like this

3:34 L

= Authenticator ar

IEI Mississippi Gulf Coas...
d@mgccc.edu
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12. You will now be prompted to test, when you get the 2fa notification on your phone, approve the
sign in request.

Keep your account secure

Your organization requires you to set up the following met cuing who you are,

Phone App

Microsoft Authenticator

Let's try it out

Vv

Approve the notification we're sending to your app.

| Back |

L want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v/

e | N

| want to set up a different method
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

[n]
© Microsoft Authenticator



